COMPETENCY MODEL FOR
PRINCIPAL SECURITY OFFICER (2023)
CLASS CODE 3200

The following competencies have been identified as those that best separate superior
from satisfactory job performance in the class of PRINCIPAL SECURITY OFFICER.
(Numbers refer to the order of competencies in the Competency Bank.)

3. Judgment and Decision-Making
8. Safety Focus

11. Initiative

20. Job Knowledge

39. Tact

45. Oral Communication

47. Written Communication

53. Leadership

On the following pages are descriptions of each competency, including a definition, the
level of the competency required for the class (italicized, bolded, and underlined),
examples of behavioral indicators, and satisfactory and superior performance levels.



3. JUDGMENT AND DECISION MAKING — Accurately assesses situations, seeks new

Level of Competency Required by Job:

Level 1:

information if necessary, and applies all
available information to reach sound
conclusions/formulate effective response.

Training and guidelines needed to respond to immediate situations

within very specific function are provided (or supervisor available to

assist).

Level 2:

General information and guidance to assist in responding to a variety

of situations across a range of circumstances are provided.

Level 3: Little guidance available for responding to a wide range of

complex situations with far-reaching and/or enduring

consequences.

Examples of Behavioral Indicators:

e Effectively responds to atypical situations.
e Asks questions or otherwise obtains additional relevant information to make a

decision.

e Formulates a decision and necessary actions based on available facts.

e Correctly infers appropriate response based on information provided and
existing policies, personal experience, and/or consultation with others.

e Discusses conclusions/possible responses with others before taking action as

necessary.

e Considers impact of decisions on all affected parties.

Performance Levels:

Satisfactory

Correctly assesses routine and unusual
situations and reaches appropriate
conclusions for actions needed. Obtains
additional information and/or consults
with others as necessary.

Superior

Evaluates new situations accurately to
establish an appropriate response or
plan of action. Recognizes the impact
on all affected parties, as well as the
possible ramifications and/or
repercussions of setting a precedent.



8. SAFETY FOCUS - Performs work in a way that minimizes risk of injury to self or

others.

Level of Competency Required by Job:

Level 1: Maintain awareness of unsafe conditions and actions to avoid injury.

Level 2: Follow safety rules/procedures; avoid known hazards in the work

environment.

Level 3: Carefully follow safety rules and procedures and consistently

use all necessary safety equipment.

Examples of Behavioral Indicators:

e \Wears seat belt.

e Ensures safe physical work environment by taking actions such as eliminating
unstable stacks of materials, closing drawers so filing cabinets will not tip over,
and keeping pathways clear of tripping hazards.

e Reviews safety procedures before beginning each job with known hazards.

e Follows safety procedures while performing work even when it takes more time.

e Uses safety equipment such as goggles, gloves, and earplugs as required or

warranted.

e Frequently checks safety equipment for proper condition and operation.

Performance Levels:

Satisfactory

Maintains awareness of personal
safety to avoid injury or property
damage during all work activities.

Superior

“Safety first.” Places avoidance of injury
or property damage above all other job
requirements. Mentions the need to
follow safe work practices to co-workers.
Actively seeks ways to avoid injury.



11. INITIATIVE — Generates activity that facilitates accomplishment of work.

Level of Competency Required by Job:

Level 1: Offer to help co-workers and/or recognize things to do that facilitate
work group accomplishment.

Level 2: Identify new tasks/projects to be undertaken and assist others
with accomplishment of their work.

Level 3: Determine additional work necessary to improve the function and

productivity of the organization or its services to citizens or other

customers.

Examples of Behavioral Indicators:

e Makes suggestions for improvement in work quality or quantity.
e Finds work to do when own work is slow rather than allow diminished personal

productivity.

e Expands scope of work/responsibility in appropriate directions.
e Anticipates upcoming events in order to prepare for them.

Performance Levels:

Satisfactory

Generates goal directed activity rather
than waiting to be told what to do.
Anticipates what is likely to occur in
order to be able to prepare; recognizes
that preparation for (and clean-up after)
a job is part of doing the job.

Superior

Actively pursues additional tasks/
responsibilities that will facilitate
effectiveness. Makes extensive

preparations for upcoming events or
expected changes.



20. JOB KNOWLEDGE - Knows information required to perform a specific job.
Includes both widely available courses of study (for
example, chemistry, human resources management,
graphic arts) and City-specific information (parking

regulation

and ticketing practices; purchasing

procedures; provisions of the City Charter).

Level of Competency Required by Job:

Level 1: Knowledge is concrete, factual, and/or procedural and may be
defined by the organization. Situations in which it is applied are quite
consistent.

Level 2: Knowledge is substantive and may be defined by an external

trade, field, or profession. Situations in which it is applied vary

and, as such, require breadth and depth of understanding.

Level 3: Knowledge is abstract, conceptual, and/or complex and may be
supported by a well-defined academic discipline or authoritative
sources (e.g., laws, ordinances, government guidelines/regulations/
codes). Situations in which it is applied may vary greatly or be novel.

Examples of Behavioral Indicators:

Performance Levels:

Satisfactory

Sufficient job knowledge to perform
work correctly independently. Answers
technical questions about  work
correctly.

Performs work correctly/avoids technical (job content related) errors.
Answers technical questions about work accurately.

Asks few technical questions about the performance of routine work activities.
Offers advice (“coaching”) to new employees regarding their work.

Develops training programs for other employees.

Sought out as a source of information by others.

Superior

Expertise in technical job information
sufficient to serve as a resource to others.
May develop training manuals/ programs
and/or give internal and/or external
presentations related to work.



Job Knowledge Areas
Security

. Knowledge of City organization and geography sufficient for activities such as
planning patrol routes, stationing security staff for public events at City facilities, or
planning security activities connected with important visitors.

. Knowledge of local, state, and federal law enforcement and public safety agencies
such as the Los Angeles Police Department, the Los Angeles Fire Department,
federal Secret Service, and Los Angeles County Sheriff's Department sufficient to
provide them with information when necessary and/or to coordinate activities with
them.

. Knowledge of security techniques and procedures including methods of patrol;
providing security in large City buildings, storage or maintenance yards, security
posts, and parking lots; and securing construction sites sufficient to plan security
services, correct subordinates' errors, and evaluate training for Security Officers.

. Knowledge of methods of directing traffic and crowd control sufficient to evaluate
performance of security staff at public events on City property and to evaluate training
programs.

. Knowledge of protocol and other special requirements for providing security for
important visitors including visits which involve public appearances on City property.

. Knowledge of emergency preparedness and accident response techniques
(including emergency communications) and of Department Emergency Operations
procedures sufficient to evaluate training and/or performance of security staff in the
event of accidents or major emergencies such as bomb threats or earthquakes.

. Knowledge of security equipment such as alarm systems, automated TV cameras,
and/or computer systems sufficient to use them, to evaluate their usefulness, and/or
to make recommendations for purchase or replacement.

. Knowledge of City, State, and federal requirements regarding alarm systems such
as intrusion, fire, and smoke alarm systems and of the types of facilities in which they
are required.

. Ability to organize work for subordinates sufficient to evaluate and approve normal
work schedules, to anticipate special needs for security services, and to provide
guidance to subordinates in meeting special needs and responding to emergencies.

10. Knowledge of Department policies on releasing information to media and on allowing

media access to emergency scenes or crime scenes.



Legal

11.Knowledge of laws, rules, and regulations (e.g., Los Angeles Municipal Code,
Section 63.44; Fire Code, and State Penal Code, Sections 602a-p (with emphasis
on m, n, p). governing access to public places; entry to City property not ordinarily
open to the public; restraint, use of force, detention, arrest, search and seizure,
transferring custody of arrestees to law enforcement officers; crimes such as
vandalism, trespass, theft, assault, battery, and burglary; fire prevention and safety
rules and regulations; and picketing, demonstrations, and illegal vending.

12. Knowledge of reference sources and methods of locating (e.g., City Attorney’s Office,
council districts, Los Angeles Municipal Code) specific City and State laws,
ordinances, codes, and regulations related to security work and law enforcement
sufficient to locate exact wording when required.



39. TACT - Considerate and pleasant in interactions with others, even in situations

that involve controversy, disagreement, or represent other emotional
strain.

Level of Competency Required by Job:

Level 1:

Level 2:

Pleasant in interpersonal interactions with co-workers and/or
members of the public when cooperating to accomplish a goal or to
provide service.

Courteous and considerate in interactions with a wide variety of

Level 3:

others during times of controversy or conflict or in the face of
negative reaction.

Diplomatic when addressing sensitive matters with the media,
elected/appointed officials, and/or a large public audience. Remain
considerate and sensitive in times of crisis.

Examples of Behavioral Indicators:

Listens actively; conveys understanding.

Displays sensitivity of others’ circumstances and viewpoints.

Displays empathy by smiling, nodding, etc. when appropriate to do so.
Recognizes others’ points of view when communicating information.
Expresses information in a manner that does not offend individuals with
differing points of view.

Conveys even a negative message with positive tone and words to the extent
possible.

Anticipates audience reaction to negative or controversial information to be
provided.

Recognizes when to defer to those of higher status or for other reason.

Performance Levels:

Satisfactory

Courteous and considerate in
interactions with others. Provides
information in as positive a manner as
possible.

Superior

Accommodates the needs/desires of
others in interactions with them to the
extent possible. Maintains a positive
approach in the face of adversity or
criticism.



45. ORAL COMMUNICATION — Communicates orally in a clear, concise, and
effective manner.

Level of Competency Required by Job:

Level 1: Exchange specific, job-related information orally with others in the
immediate work environment or via telephone and/or radio.

Level 2: Obtain/provide/present general and/or job-specific information
orally to a variety of others in various situations.

Level 3: Obtain/provide/present a diverse array of information orally at
varying levels of complexity to a wide range of others across many
different situations and circumstances.

Examples of Behavioral Indicators:

Audience clearly understands the intended message.

Rarely must repeat information in response to questions.

Refrains from use of unnecessary words, phrases, or jargon.

Provides a level of detail appropriate to the situation (avoids too much

or too little detail).

e Speaks at a level appropriate to the audience in terms of terminology, sentence
structure, and simplicity/complexity of ideas expressed.

e Uses words with precision (vocabulary) to convey exact information.

Performance Levels:

Satisfactory

Speaks clearly and audibly, providing the appropriate information and level of detail.
Typically conveys the message on the first attempt. Answers questions accurately and
directly.

Superior

Speech is direct and to the point. Speaks convincingly and with authority when
appropriate.  Maintains sensitivity to the audience while providing thorough
information with the appropriate level of detail through the use of precise language.



47. WRITTEN COMMUNICATION — Communicates effectively in writing.

Level of Competency Required by Job:

Level 1: Write notes/e-mails. Completes forms with some open-ended
responses (sentences).

Level 2: Write letters, articles/reports, and/or detailed descriptions of
activities/occurrences.

Level 3: Write lengthy reports, instruction manuals, in-depth analyses/
reviews of complex issues and/or articles for publication. Reviews
the written work of others.

Examples of Behavioral Indicators:

e Writing includes the necessary information to convey the intended message.
Sufficiently few errors in spelling, punctuation, grammar to not interfere with the
intended message or distract the reader.

Little editing or re-writing needed to produce a final product.

Composes materials efficiently.

Information is presented in a well organized manner.

Tone and degree of formality are appropriate to the purpose and audience.

Performance Levels:

Satisfactory Superior

Writes material that clearly Precisely uses words and organizes
communicates the necessary information in a way that enhances
information; needs little editing. presentation of the message.

Virtually no editing needed.



53. LEADERSHIP - Influences others toward goal accomplishment.

Level of Competency Required by Job:

Level 1: Assume responsibility for operations or a situation when necessary.

Direct the actions of others or otherwise ensure required actions are
taken. Remain responsible until relieved or situation is resolved.

Level 2: Motivate others to continual activity focused on goal

accomplishment.  Provide clear objectives and articulate
individual _activities necessary to achieve them; ensure
resources necessary to do so are available. Monitor work
progress and provide feedback; assess results.

Level 3: Articulate a vision, convey it to others, and assign responsibilities (or

assure they are assigned) for achieving it. Monitor progress, make
adjustments as necessary, and evaluate results.

Examples of Behavioral Indicators:

Evaluates circumstances, determining what needs to be done, and ensuring
individual responsibility for performing specific actions is assigned.

Follows-up to ensure that specific actions have been taken and overall
objective has been accomplished.

Clearly communicates objectives and responsibility/individual actions
necessary to achieve them.

Monitors work in progress, provides feedback to those involved, and makes
adjustments to work plans/processes to ensure goal attainment.

Evaluates completed work for quality, thoroughness, and effectiveness

to determine whether re-work or additional work is required to meet intended
objectives and to provide learning for future assignments

Performance Levels:

Satisfactory

Assumes responsibility for work of others when required or necessary. Ensures
actions taken to achieve objectives, and evaluates results to determine any follow-up

needed.

Superior

Articulates vision/states clear objectives and assigns responsibility/motivates others
toward achievement. Monitors progress; gives feedback; evaluates results; ensures

follow-up.
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