COMPETENCY MODEL FOR
INFORMATION SERVICES SPECIALIST
CLASS CODE 1456

The following competencies have been identified as those that best separate superior
from satisfactory job performance in the class of INFORMATION SERVICES
SPECIALIST. (Numbers refers to the order of competencies in the Competency Bank.)

4. Analytical Ability

5. Learning Ability

6. Attention to Detail

20. Job Knowledge

29. Fact Finding

34. Customer Service

35. Teamwork

44. Follow Written Directions

On the following pages are descriptions of each competency, including a definition, the
level of the competency required for the class (italicized, bolded, and underlined),
examples of behavioral indicators, and satisfactory and superior performance levels.



4. ANALYTICAL ABILITY — Identifies, obtains, and evaluates relevant information to
establish relationships or patterns, cite causes, and reach
logical conclusions.

Level of Competency Required by Job:

Level 1: Recognize similarities/differences in current situation to those
previously encountered and is quided accordingly. Apply
existing policies correctly. Ask pertinent questions _or
otherwise seek additional information to formulate appropriate

response

Level 2: Consider multiple, varied factors when evaluating a situation or
issue. Seek additional information to provide further insight. Reach
conclusions that logically follow from the information obtained.

Level 3: Consider a multitude of diverse factors, their interrelationships, the

perspectives of others, alternative courses of action and their likely
ramifications when evaluating information to reach a conclusion.

Examples of Behavioral Indicators:

Obtains the necessary amount of relevant information.

Recognizes the impact of each type of information on conclusions.
Evaluates the quality/source of information when considering it.

States the shortcomings of the information and, therefore, the analysis.

Performance Levels:

Satisfactory Superior

Recognizes available relevant Uses a great deal of existing and
information, seeks additional obtained information and data to
information to consider, and reaches a develop and evaluate alternatives and
conclusion. Provides sound, convincing arrive at a final conclusion. Provides
justification for conclusions, citing compelling arguments in support of

relevant data and facts. conclusions.



5. LEARNING ABILITY - Readily acquires and applies new information.

Level of Competency Required by Job:

Level 1:

Level 2:

Level 3:

Learn job-related information, rules, and procedures, and apply
them correctly.

Learn and apply extensive job-related information correctly.
Make reasonable inferences when specific information needed
in a given instance was not presented.

Access new job-related information via print or electronic media, in
educational/training programs, and/or by speaking with others, and
apply it correctly to the job.

Examples of Behavioral Indicators:

Recalls information presented in educational/training programs.
Recognizes how to apply newly acquired information to the job.

Applies new information to the job in a way that increases productivity.
Applies “lessons learned” from prior work experiences to current work.
Answers questions/coaches others who received the same instruction.

Performance Levels:

Satisfactory Superior
Learns new information and applies Readily acquires new information,
it appropriately to situations/issues. makes appropriate inferences based

on it, and integrates it with prior
learning and experience to maximize
its use in a variety of situations or
with respect to a variety of issues.



6. ATTENTION TO DETAIL — Extremely careful in addressing all aspects of each
work assignment in order to produce “completed staff
work” and/or avoid any negative outcomes.

Level of Competency Required by Job:

Level 1: Ensure all _aspects of work assignment are completed as
directed.
Level 2: Verify that each aspect of work assignment is properly completed;

make logical inference regarding additional activities that may need
to be performed to produce “completed staff work.”

Level 3: Include evaluation of final work/work product in its accomplishment;
make adjustments as possible to improve.

Examples of Behavioral Indicators:

e Carefully checks all aspects of work for completion and accuracy before

submitting.

e |dentifies errors (for example,

typo’s, computations, measurements,

application of laws/rules/policies) and corrects them prior to submitting.

Performance Levels:

Satisfactory

Ensures that each task
accomplished represents “completed
staff work.” No remaining details/
inconsistencies  for others to
address.

Cross-checks work against available resources.

Sets up a means of checks and balances to ensure work accuracy.
Considers changes in final work product to ensure usability by recipient.
Completes all revisions upon request.

Superior

All aspects of each task completed
are verified to be correct. Identifies
any foreseeable consequences of
work that may need to be addressed
and does so.



20. JOB KNOWLEDGE - Knows information required to perform a specific job.

Includes both widely available courses of study (for
example, chemistry, human resources management,
graphic arts) and City-specific information (parking
regulation and ticketing practices; purchasing
procedures; provisions of the City Charter).

Level of Competency Required by Job:

Level 1:

Level 2:

Level 3:

Knowledge is concrete, factual, and/or procedural and may be
defined by the organization. Situations in which it is applied
are quite consistent.

Knowledge is substantive and may be defined by an external trade,
field, or profession. Situations in which it is applied vary and, as
such, require breadth and depth of understanding.

Knowledge is abstract, conceptual, and/or complex and may be
supported by a well-defined academic discipline or authoritative
sources (e.g., laws, ordinances, government guidelines/regulations/
codes). Situations in which it is applied may vary greatly or be
novel.

Examples of Behavioral Indicators:

Performs work correctly/avoids technical (job content related) errors.
Answers technical questions about work accurately.

Asks few technical questions about the performance of routine work activities.
Offers advice (“coaching”) to new employees regarding their work.

Develops training programs for other employees.

Sought out as a source of information by others.

Performance Levels:

Satisfactory Superior

Sufficient job knowledge to perform Expertise in technical job information
work correctly independently. sufficient to serve as a resource to
Answers technical questions about others. May develop training

work correctly.

manuals/ programs and/or give
internal and/or external
presentations related to work.



Job Knowledge Areas

1. Knowledge of operating system capabilities and limitations of computer hardware,
software, operating systems, and systems control software supported by a data
center including random access memory, system performance, and utilization
sufficient to diagnose and provide a resolution to an operating problem.

2. Knowledge of computer hardware and software procedures used by operations
personnel such as data backup, log monitoring, and virus scanning sufficient to
perform tests, modify procedures and tests if necessary, and create corresponding
documentation.

3. Knowledge of computers and their components such as central processing units
[CPU], memory, and storage devices sufficient to operate and repair the equipment.

4. Knowledge of the capabilities, uses, characteristics, and limitations of servers,
peripheral equipment, and operating software systems including virtual, physical,
mice, monitors, printers, ZOS, Linux/UNIX, Windows Server, and Windows Desktop
sufficient to diagnose and troubleshoot a variety of issues.

5. Knowledge of information and management information systems, cyber security
related software, application security software, network security, identity
management and control software, and malware and virus software sufficient to
identify and mitigate cyber security risks.

6. Knowledge of networks and network technologies such as Local Area Networks
(LANs), Wide Area Networks (WANSs), network protocols, and Open Systems
Interconnection (OSI) model sufficient to diagnose, troubleshoot, and repair network
issues.

7. Knowledge of storage technologies such as Storage Area Network (SAN), Network
Attached Storage (NAS), software defined storage, and distributed file systems
sufficient to monitor and operate storage subsystems.

8. Knowledge of virtualization technologies such as VMWare, Hyper-V, Kernel-based
Virtual Machine (KVM), and converged and hyperconverged systems sufficient to
monitor and operate such technology.

9. Knowledge of cloud computing such as private cloud, public cloud, and hybrid cloud
sufficient to perform solution comparison and determine the most efficient resources
for workloads.

10.Knowledge of storage replication, backup, and disaster recovery procedures such as
utilizing software management tools to recover server backups, and other business
continuity concepts including Recovery Point Objective and Recovery Time
Objective, and data protection technologies such as intrusion detection systems,
intrusion protection systems, and erasure encoding sufficient to ensure maximum
accessibility.



29. FACT FINDING - Obtains required information through questioning, review of
existing materials, or securing new materials to answer a
question or address a problem.

Level of Competency Required by Job:

Level 1: Look up information available in the workplace (including use of the
internet) or by asking questions of co-workers or supervisor.

Level 2: Interview individuals and/or obtain necessary information from

files, the library, and/or the internet.

Level 3: Conduct in-depth interviews/interrogations or depositions. Locate
obscure reference material containing germane information by
correctly identifying needed information, making logical inferences
regarding where it might be available, and discerning from newly
acquired information relevant additional materials.

Examples of Behavioral Indicators:

e Asks a series of insightful questions in a logical order.
e Correctly identifies persons most likely to have the needed information.
e Listens carefully to responses from others to discern all relevant information

stated.

e Makes logical assumptions about where certain types of information might be
found; or asks others who are likely to know.

e Persists in locating relevant information until a sufficient amount is available
to permit answering question or addressing the problem fully.

Performance Levels:

Satisfactory

Obtains  necessary  information
through scrutiny of existing files and
other resources, correctly identifying
and obtaining other sources of
information, and/or asking questions.

Superior

Exhibits great insight in identifying who
would have certain information, or in
what materials it might be located.
Carefully crafts questions to extract
needed information. Persists until
sufficient information is gathered to
formulate a  logical  conclusion.



34. CUSTOMER SERVICE - Interacts with recipients of services (internal or

external customers) in a way that provides accurate,
timely, and effective information and service.

Level of Competency Required by Job:

Interact with customers in _person, over the telephone, or
through email (and/or other electronic _media) in order to
provide _information or assistance. Listen to customer
concerns; _explain/reconcile __information __and __ provide
alternatives if possible; facilitate resolution by making referral

Promotes positive customer service. Serves as a model of

Level 1:

and/or following-up as necessary.
Level 2:

providing exemplary customer service.
Level 3:

Develop customer-oriented procedures; identifies changes in
procedures to enhance customer service and ensures they are
implemented.

Examples of Behavioral Indicators:

Carefully listens to (or reads) customer statement of the issue.

Provides direct, informative, accurate responses to customer.

Suggests options if available.

Maintains a positive attitude in the face of customer complaint or frustration.
Remains focused on the issue presented by the customer and directs the

customer back to the issue if necessary.

Asks the customer if their concerns have been fully addressed.

e Ensures organizational policies and practices are customer-focused.
e Ensures all employees recognize their responsibility for customer service and
are properly trained for it.

Performance Levels:

Satisfactory

Displays knowledge as well as
courtesy and patience when
interacting with customers. Ensures
customers’ issue is  correctly
identified and remains focused on it
until it is resolved.

Superior

Seeks further information or advice to
resolve difficult issues. Solicits feedback
on the effectiveness of service. Makes
suggestions for improving service and
facilitates changes needed to
implement.



35. TEAMWORK - Interacts effectively with others to achieve mutual objectives;
readily offers assistance to others to facilitate their goal
accomplishment.

Level of Competency Required by Job:

Level 1: Work effectively as a member of a work unit or project team.
Readily offer assistance to others when they have too much
work or have too little.

Level 2: Work effectively as a team member in which different people have
different roles/responsibilities and perspectives. ldentify points for
collaboration with co-workers; readily offer and request assistance.

Level 3: Work effectively as a part of an interdependent team (your work

gets done only if the work of the whole team is done; evaluation of
team performance is more relevant than individual performance).

Examples of Behavioral Indicators:

Discusses work-related matters with co-workers.

Offers and requests assistance readily.

Offers and is receptive to suggestions.

Identifies problems with workflow that will prevent team from accomplishing

its goals.

e Provides constructive criticism and feedback to team members to improve
overall functioning of team.

e Assigns credit to team for accomplishments.

Performance Levels:

Satisfactory Superior

Cooperates with co-workers and Sees the team as a whole;
fulfills responsibilities as a member acknowledges that performance of the
of a project team. Maintains a focus team is what in reality is evaluated by
on common objectives and offers others. If anyone fails, everyone on the

and requests assistance readily. team fails.



44. FOLLOW WRITTEN DIRECTIONS — Performs work accurately as directed in

writing.
Level of Competency Required by Job:
Level 1: Perform tasks assigned in writing.
Level 2: Perform work after reading instructional manual.
Level 3: Perform work after completion of training modules or

programs presented in writing.

Examples of Behavioral Indicators:

e Correctly completes work assigned in writing.

e Answers questions and/or explains work to others who received the same
instructions.

e Learns and applies information presented in writing (instruction manual;
training program).

e Correctly infers details of work to be performed that were unclear or omitted
as presented in writing.

Performance Levels:

Satisfactory Superior

Correctly performs work assigned or Understands instructions and training
for which training was provided in materials presented in writing to the
writing. extent that is able to answer questions

or explain to others. Correctly infers
unclear or omitted details as presented
in writing.






